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Logs are the most common 

data to be used in AIOps



Logs are one of the only

resources of information

Operator Develope

r

4

“The Bone of the System”

[ICSE SEIP 2016]
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General flow of log analysis

[He et al. CSUR21]
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Very successful

research area

Limited

generalized

toolsets in

practice

Why?



Genera l flow of log ana lysis

[He et al. CSUR21]

Most of the research is herePre-processing of logs



9



Log 
Parsing

10

logInfo("Found block $blockId locally")

17/06/09 20:11:11 INFO storage.BlockManager: Found block rdd_42_20 locally

Timestamp: 17/06/09 20:11:11; Level: INFO

Logger: storage.BlockManager

Static template: Found block <*> locally

Dynamic variable(s): rdd_42_20

Generate

Contain
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Log parsing does not seem to

be a big issue on papers

[Yu et al TSC 2023]

Would you directly deploy any

of these parsers in production?
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The data is way too pretty
2015-10-18 18:01:47,978 INFO [main] 

org.apa che.had oop.mapred uc e.v2.a pp.MRAp pMaster: 

Crea ted MRAp pMaster for ap plica tion 

ap pattempt_1445144423722_0020_000001

- 1117838570 2005.06.03 R02-M1-N0-

C:J12-U11 2005-06-03-15.42.50.675872 

R02-M1-N0-C:J12-U11 RAS KERNEL INFO 

instruc t ion c ac he parity error correc ted
BGL

081109 203615 148 INFO 

dfs.DataNode$PacketResponder: 

PacketResponder 1 for block 

blk_38865049064139660 terminating
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The ugly truth of logs in real life

Anything can be

in there!
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The ugly truth of logs in real life
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The ugly truth of logs in rea l life

GORACE =$

GOROOT=$

GOTOOLDIR =$After parsing

Is this correct? Is this useful?
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The ugly truth of logs in real life

How about this?



17

We need a second thought on

how to pre-process these logs
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What are the other structures

of logs?
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We ma nua lly stud ied some

“ unconventiona l” logs
Simple

Sequential

Tabular

Recursive

Maybe logs should be pre-

processed by chunks instead

of lines!
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What a re the formats of d a ta in

eac h c hunk?

Code

Paragraph

Items

Variable assignment

Diff

Stack trace

Progress bar

JSON like

Tree like YAML like

How do we handle these in

the context of AIOps?



21

The first attempt would be

automatically identifying these

chunks and their formats

Results
based

on an AI-

based

solution.

A good start, but there is

big rooms of

improvement.
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Is that all for log parsing?
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Non-func tiona l a ttrib utes a re

d etrimenta l to the suc c ess of

a doption in ind ustry

Accuracy Performance Stability

Most of the research is here Practitioners care about these too!
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Each static token has a higher 
number of appearance.
Token “Found” appears 4 times.

Each dynamic token has a lower number 
of appearance.
Token “rdd_42_20” appears only once. 

We use the number of appearances to 
distinguish static and dynamic tokens.

Raw log 
(Unstructured)

Found block rdd_42_20 locally

Found block rdd_42_22 locally

Found block rdd_42_23 locally

Found block rdd_42_24 locally

Logram: A fast and scalable

parser

[Dai et al. TSE]
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Logram: A fast a nd sc a la b le

pa rser

Basic idea: using the count of n-grams to parse.

[Dai et al. TSE]
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PILAR: A pa rser tha t is pa rameter

insensitive

Almost 0 in many 
cases

Accuracy gaps with varying parameter on the same datasets

[Dai et al. ICSE]

Basic idea: using probability of token to parse.



Prep roc essing of logs is not just parsing

[He et al. CSUR21]
Most of the research is here

Partition logs is extremely

important to the AIOps tasks



Only 21% of logging statements 

contain IDs.
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Most relationship between logs are lost at runtime. This makes log 
analysis difficult.

[Zhao et al. SANER]



We leverage node dominations to 

create relationship between logs.

Node A dominates node B means that: to get to B, one 

must go through A.
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Here is an example of how the IDs are 

propagated:
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