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Sherlog: Finding a
needle in a haystack
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First, let’s introduce Sherlog!

Live Debugging

Upload
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First, let’s introduce Sherlog!

Project Select
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First, let’s introduce Sherlog!

Project Select

RSP 6500

G 0.184.69.47] )

Total visits: ~10k

Unique users: +200
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Sherlog: A log & trace analysis tool

Code View ‘Options Bookmark Menu Help

EXPLORER

10.184.69.47

»CTMP
»LLC-logs
»c-1-81
»f-1-15-1

i-1-1-1

Timeline Terminal

Critical Path Analysis

Frequency Stats

Insight Al Options

InsightAl
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Sherlog: A log & trace analysis tool

Code  View Options  BookmarkMenu  Help  Critical Path Analysis  Insight Al Options Submit Feedback

EXPLORER

7 10.184.69.47
»CTMP
»LLC-logs
»c-1-81
»f-1-15-1

Timeline Terminal Frequency Stats InsightAl
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Sherlog: A log & trace analysis tool

Code View Options

EXPLORER

10.184.69.47

Y CTMP

Y cn_core host
Code  View Options  BookmarkMenu  Help  Critical Path Analysis  Insight Al Options Submit Feedback aide log

EXPLORER application.log

7 10.184.69.47 auth.log
»CTMP auth.log-20250326- 1743021038

::Llcg‘igs bem_shell log.txt
>f1-15-1 bem_shell log backup.txt
::::"‘ blinkboot.log

»o-I-7-I blkid.txt

>o-I8 bita.log

btmp

cron.log

daemon.log
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daemon.log-20250326-1743022593
dockerd
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dump_sd_wr_lanbe.pid
en-upgrade.log
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ip_mon.log

kern.log

kern.log-20250325- 1742897401 .gz
kern.log-20250326- 1742998500.gz
kern.log-20250326-1743021038.gz
kern.log-20250326- 1743022800
kernel_cmdline.txt

lastlog

messages
messages-20250325-1742897700.gz
messages-20250326-1742992504.gz
messages-20250326-1743021038.gz
messages-20250326- 1743024902
misc.log
misc.log-20250326-1743021038

Timeline Terminal Frequency Stats InsightAl

© Ciena Corporation 2025. All rights reserved. Proprietary Information.




Sherlog: A log & trace analysis tool

Code View Options

EXPLORER

10.184.69.47

Y CTMP

Y cn_core host
Code  View Options  BookmarkMenu  Help  Critical Path Analysis  Insight Al Options Submit Feedback aide log

EXPLORER application.log

7 10.184.69.47 auth.log
»CTMP auth.log-20250326- 1743021038

::Llcg‘igs bem_shell log.txt
>f1-15-1 bem_shell log backup.txt
::::"‘ blinkboot.log

»o-I-7-I blkid.txt

>o-I8 bita.log

btmp

cron.log

daemon.log
daemon.log-20250325-1742898004.gz
daemon.log-20250326-1743021038.gz
daemon.log-20250326-1743022593
dockerd
dockerd-20250326-1743022593 gz
dump_sd_wr_lanbe.pid
en-upgrade.log

enrs_access.log

enrs_access.log.|

fdisk.oxt

ip_mon.log

kern.log

kern.log-20250325- 1742897401 .gz
kern.log-20250326- 1742998500.gz
kern.log-20250326-1743021038.gz
kern.log-20250326- 1743022800
kernel_cmdline.txt

lastlog

messages
messages-20250325-1742897700.gz
messages-20250326-1742992504.gz
messages-20250326-1743021038.gz
messages-20250326- 1743024902
misc.log
misc.log-20250326-1743021038

Timeline Terminal Frequency Stats InsightAl

© Ciena Corporation 2025. All rights reserved. Proprietary Information.




Sherlog: A log & trace analysis tool

‘wrsw-sherlog.ciena.com:3000 A Update B,

Options Bookmark Menu Help Critical Path Analysis Insight Al Options Submit Feedback

EXPLORER application.log 4584 lines

CTHP Csearch. ) (Csearch.. ) (CSearch.. ) (Csearch.. ) (CSearch.. ) (CSearch.. ) (CSearch.. ) (Csearch. ) (Csearch.. ) (CSearch.. ) ((Search.. ) (CSearch. )
¥ecn _core host
application.log _

auth.log

auth.log-20250326- 174307
bem_shell_log.txt

cn-node-hal n ic o vcStorageOwnEndpointSelect
n-node-hal l 5 L vcStorageOwnLocalEndpointSelect
cn-node-hal i o 5 yrageOwnEndpointSelect
cn-node-hal i ntSelect
cn-node-hal ont 3 vcStorageOwnEndpointSelect
cn-node-hal & vcStorageOwnLocalEnc ntSelect
cn-node-hal ic -3 vcStorageOwnEndpointSelect O
cn-node-hal i . vcStorageOwnLocalE ointSelect
cn-node-hal i ont )95 svcStorageOwnEn
cn—node-hal i G svcStorageOwnLocalEn:
n-node-hal in. halMainEnter
n-node-hal
cn-node-hal
baremetal cn-node-hal n 5 -® 52 i 1 ~T -h
baremetal n-node-hal a - @ halDnxPortStatsOver!
baremetal cn-node-hal C halInit
remetal cn-node-hal 5 g rvilrNe25alConfigDram
aremetal cn-node-hal a a 3 drvilrNe2SalConfigDram
varemetal cn-node-hal 2 3 halBoardSs
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InsightAl: Demo!
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InsightAl: Why do we need it?

Log & trace analysis using Al

Massive amount of log data for each product

Reduce manual effort of the users

P O @

Faster root cause analysis
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InsightAl: How does it work?

Agentic Al
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(Retrieval Augmented Generation)
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What is RAG?
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What is RAG?

~
Basic RAG Pipeline

User Que_ﬁ/

( )
= |

N\ TOP—K Chunks

N
= ( J
Vector D LIM
Documents | ~= — { ] — —> | Response
J

(

Step 1 Data Indexiv\g Step A Data Retrieval & Generation

N

J

https://medium.com/@drjulija/what-is-retrieval-augmented-generation-rag-938e4f6e03d1
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InsightAl: Our RAG implementation

- ™

Basic RAG Pipeline
Each chunk: 100 log lines Heer ey
Chunk overlap: 0 log lines [ ]
- \L 3 chunks OpenAl 40
N\ Top-K Chunks
N\
L J
Documents — Vector DB — [ ] — LLM = RCSPOV\SC
ChromaDB ( ]
StTep 1: Data Indexing Step & Data Retrieval & Generation

\_ J

https://medium.com/@drjulija/what-is-retrieval-augmented-generation-rag-938e4f6e03d1
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What is Agentic AI?

Q)

Q)

Q)

Q)



What are agents?

°
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What are agents?

' HELLO

Y NAME IS

https://huggingface.co/leam/agents-course/en/unit1/what-are-agents

°
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What are agents?

v‘v

»

Alfred, | would
like a coffee

B 4, ‘47,“
e _ i &

%%
-

N

Y |

: M)

https://huggingface.co/leam/agents-course/en/unit1/what-are-agents

clena.
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What are agents?

(=

Alfred’s
Toolbox

Reason and plan

https://huggingface.co/leam/agents-course/en/unit1/what-are-agents
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What are agents?

Execute

https://huggingface.co/leam/agents-course/en/unit1/what-are-agents
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What are agents?

v 4, ‘43‘
— 7| B

https://huggingface.co/leam/agents-course/en/unit1/what-are-agents
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Current agentic workflow in InsightAl

'
$uit

|

Orchestrator agent

|

RAG agent
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Future agentic workflow in InsightAl

'
$uit

|

Orchestrator agent

1
! !

RAG agent UT generation agent
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Future agentic workflow in InsightAl

°
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InsightAl: Current stage

@ 2-3 weeks

Development — Production

One file Multiple files

Live
J WORK IN
PROGRESS

Statedum
2 J WORK IN

PROGRESS

e

idl!

i
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ciena. InsightAL: How does it work?

Agentic Al
gentic RAG

(Retrieval Augmented Generation)

+ BQ

Sherlog: Finding a

needle in a haystack =)

Q
QL
& &
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InsightAl: Our RAG implementation Future agentic workflow in InsightAl
—
Basic RA4AG P?pe_line
Each chunk: 100 log lines User Query
Chunk overlap: 0 log lines :]
\l/ 3 chunks OpenAl 40
Top-K Chunks
—C—
boewerts | = TR > > | S| > [ Reseoe
ChromaDB ;]
S‘tep 1: Data I"A?)“"Sj S‘te,P 2: Data Retrieval & Generation
_ J
https://medium. juli is-retrieval- g 3d1
ciena. @ o Caporton 2625 At i s gty st ciena.
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