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Motivation

Is it a short-term issue or a recurring one when performance is unsatisfactory?

Is this problem due to a change in the code, network problems, or infrastructure

and hardware problems?

3. Is buying new hardware or reconfiguring old hardware the most appropriate
choice?

4. Which new hardware would provide the most performance improvement for a

given budget?

NA

Microservices performance changes:

Source code change.

Changes in the type or frequency of requests.
Infrastructure change.

Resource contention, limitation.
Hardware/software configuration change.
Combination of the above changes.
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e
Our Goal

1. Finding and locating the performance problem through a distributed

system.

2. Comparing two sets of executions to evaluate the differences in terms of
performance.

3. Providing sets of views to highlight the differences and speed up problem
diagnosis.

|dentifying the root causes of performance degradation.
Minimizing the trace cost.

v s
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Architecture

Anomaly
Detector
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e
Trace Collector - N

Decision Detector Extractor

Visualizator
Maker
High-Level Tracing Low-Level Tracing
Benefits Request centric view (OpenTracing, OpenCensus, and OpenTelemetry) Low-level tracing (LTTng)
° Flow and duration of requests. ° Detailed precise system information (CPU, disk, network, or mutex
) High-level user-space events. waits).
° Locate high-level performance issues.
Challenges ° Multiple cause candidates and fault propagation. ° It cannot track the flow of user requests through services.
e  Detailed root cause problems. e  Add extra performance overhead.
Global trace synchronization.

Service & Operation v>¥>» |0|_|s 129ms 258ms 387ms 516ms
v | orders-service /purch
v | orders-service /o

+ | orders-service
v users-service /use
v users-service /usor/verlt

users-service

v | orders-service /update-stockzcartia-448971

+ | stock-service /updato-s

v | stock-service /.p0

| stock-service find
| orders-service o —
| orders-service o EE—
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H Trace ,
MetrIC EXtraCtor Collector Anomaly Comapnadrlson
D’acision Detector P

aker

- Span Delimiters
¢ Start
¢ End

-> Thread state Delimiters
€ Sched_switch (new thread starts running on a CPU).
€ Sched_wakeup (blocked thread becomes ready to run).
€ Softirg_entry/exit
e Soft IRQ1 (Timer).
e Soft IRQ 2,3 (Network).
e Soft IRQ 4,5 (Block Device).
e High-Resolution timer (Timer).
¢ |RQ 19,23 (USB Device).
€ None (Other Thread).
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Accomplished

= = 0 =

£ loadtest-withoutDelay-2023-03-102 X o]
Trace Timestamp Channel CPU  Event type Contents
& <srchs <srchs <srch> <srch> <srch> <srch>
kernel 13:14:07.142944 585 kernelchannel 8 8 syscall_entry_read Fd=4, count=16, context.packet_seq_num=53, context.cpu 94916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 syscall_exit_read ret=8, buf=140722160526208, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 syscall_entry_recvmsg  fd=3, msg=140722160525808, flags=0, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13; A kernelchannel 8 8 kmem_kFfree call_site=OxFFFFFFFFB5C92F2d, ptr=0x0, context.packet_seq_num=53, context.cpu_id=8, context. tid=794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 syscall_exit_recvmsg  ret=-11, msg=140722160525808, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 syscall_entry_poll timeout_msecs=10, nfds=11, fds_length=11, overflow=0, fds=[[fd=3, raw_events=0x1, events._POLLIN=1, events._POLLPRI=0, events. POLLOUT=0, events. POLLERR=0, events. POLLHUP=0, events._padding=0], [fd=4, raw_(
kernel 13; 4 kernelchannel 8 8 kmem_mm_page_alloc ~ page=0xfffff7f6c44218c0, pfn=1116259, order=0, gfp_flags=1051840, migratetype=0, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 timer_hrtimer_init hrtimer=0xffffb2c7451a3998, clockid=1, mode=0, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 timer_hrtimer_start hrti , Functi ), expi , softexpi 32584, mode=0, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13; 4 kernelchannel 8 8 reu_utilization s=Start context switch, context.packet_seq_num=53, context.cp: 794916, context._pid=794916
kernel 13:14:07. kernelchannel 8 8 reu_utilization s=End context switch, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13:14: kernelchannel 8 8 sched_stat_runtime comms=terminator, tid=794916, runtime=18415, vruntime=10464296467885, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
kernel 13 2 kernelchannel 8 8 sched_switch prev_comm=terminator, prev_tid=794916, prev_prio=20, prev_state=1, next_comm=sysbench, next_tid=972912, next_prio=20, context.packet_seq_num=53, context.cpu_id=8, context._tid=794916, context._pid=794916
ust/uid/1000/64-bit 13:14:07. userchannel_1 1 jaeger_ust:start_span :_id_high=0, trace_id_L 364584, span_id: , parent_span_id: 364584, op_name=HTTP GET: /customer, start_time=1678385647142942567, context.packet_seq_num
ust/uid/1000/64-bit| 13:14:07.142 963 944 userchannel 1 | 1 jaeger_ust:start_span | trace_id_high=0, trace_id_low=5336482589122364584, span_id=3342589136586090431, parent_span_id=5542093224270693626, op_name=HTTP GET, start_time=1678385647142962805, context.packet_seq_nu
kernel 13:14:07.142 982 747 kernelchannel 1 [ 1 | syscall_entry_write 3 4636145664, count=183, context.packet_seq_num=75, context.cpu_id=1, context._tid=964161, context._pid=964122
kernel 13:14:07.142 984 881| kernelchannel 1 |1 | kmem_cache_alloc_node| call_site=OXffffffff85cocc7c, ptr=Oxffff94cf82ef1600, bytes_req=512, bytes_alloc=512, gfp_flags=3264, node=-1, context.packet_seq_num=75, context.cpu_id=1, context._tid=964161, context._pi
kernel 13:14:07.142 985 332 kernelchannel_1 | 1 | kmem_kmalloc_node | call_site=OxfffFfffascocbaz, ptr=0xfffFa4d244ccecon, bytes_req=640, bytes_alloc=1024, gfp_flags=535744, node=-1, context.packet_seq_num=75, context.cpu_id=1, context._tid=964161, context._p;
kernel 13:14:07.142 989 239) kernelchannel 1 | 1 | net_dev_queue skbaddr=0xffffo4cFa2ef16e0, len=249, name=lo, network_header_type=_ipv4, network_header=ipva=[versio 3 35, id=0x78c, frag_off=16384, ttl=64, protocol=_tcp, checksum=0x347F, saddr_padding
kernel 13:14:07.142 990 161| kernelchannel 1 | net_if_rx_entry skbaddr=0xffff94cF82ef16e0, context.packet_seq_num=75, context.cpu_id=1, context._tid=964161, context._ pid=964122
kernel 13:14:07.142 990 381| kernelchannel 1 | net_if_rx skbaddr=0xffffo4cf82ef16e0, len=235, name=lo, network_header_type=_ipv4, network_header=ipva=[version= , tot_len=235, id=0x78c, frag_off=16384, ttl=64, protocol=_tcp, checksum=0x347f, saddr_padding|
kernel 13:14:07.142 990 72| kernelchannel_1 | irq_softirq_raise vec=3, context.packet_seq_num=75, context.cpu_id=1, context._tid=064161, context. pid=964122
kernel 13:14:07.142 991023 kernelchannel_1 | net_if_rx_exit ret=0, context.packet_seq_num=75, context.cpu_id=1, context. tid=964161, conte: 6412
kernel 13:14:07.142 991 263 kernelchannel_1 | net_dev_xmit skbaddr=0xffffoacf82ef16e0, rc=0, len=249, namex=lo, context.packet_seq_num=75, context.cpu_id=1, context._tid=964161, context._pid=964122
kernel 13:14:07.142 991 624 kernelchannel_1 | irq_softirq_entry vec=3, context.packet_seq_num=75, context.cpu_i ontext._tid=964161, context._pid=964122
kernel 13:14:07.142 991 984| kernelchannel_1 net_if_receive_skb skbaddr=0xFFffoacf82ef16e0, len=235, name=lo, network_header_type=_ipv4, network_header=ipva=[versiof  tot_len=235, i
kernel 13:14:07.142 995 511 kernelchannel_1 | kmem_cache_alloc_node| call_site=OxFFFFFfascocc7c, ptr=0xFfffodcdda2scao, bytes_req=224, bytes_alloc=256, gfp_flags=10784, node=-1, context.packet_seq_num
] Span Metrics Summary X § = o
Start Time End Time Duration Spanid OperationName TracelD ThreadiD ~ WAITBLOCKED RUN ~ RUNSYSTEMCALL INTERRUPTED WAITCPU WAITUNKNOWN
13:13:48,881724 543 13:13:51.677 117241  2,795,392,698 6906341616911285260  SQL SELECT 997933554911505509 972167 2771798751 7323081 3029620 580361 12671811 1240035
13: 13:13:51.329418939  2,753,582,516 3461237135662305304  SQL SELECT 1790779256096884204 964161 2740997635 3420963 2394862 183925 8055655 827615
13: 13:13:51.039 152022 2,831,159,022 2686830734656564015  SQL SELECT 8036411537437095031 972167 2810242772 6809516 2681042 468496 10163911 834333
13: 13:13:50.765237483  2,890,160,791 3804801605716176808  SQL SELECT 4664997962593660634 964161 2871572326 6265371 3569205 443237 7934768 1394555
13 13:13:50.524313196  2,839,459,893 3263824976419608476  SQL SELECT 5730481602270675758 964130 2831165778 3614971 1542990 284054 4283779 391670
130 13:13:50.187 942 757 2,841,838,073 6423467218449658937 SQL SELECT 6993568184365302336 964161 2822677380 7369944 3916369 568523 7159038 1289754
13 13:13:49.933 628 279 2,967,679,856 1735739056909695149 SQL SELECT 7881002233222651597 964128 2957437991 4815209 2184838 273016 3608557 412682
130 13:13:49.637 137 828 2,954,640,392 7445264861000949318 SQL SELECT 978571891419190522 964128 2941632714 6105054 2603434 381735 3729856 240438
130 13:13:49.302 229 021 2,890,683,363 4192715522347402175 SQL SELECT 4461042449404166342 972168 2887453626 2183551 1002118 189942 781778 134382
13 13:13:48.993 809 641 2,924,945,821 3035334368435778908 SQL SELECT 5563503310388518209 972168 2915152142 5044828 1819637 369124 2287181 316232
13 13:13:48.712 136 878 3,008,389,804 3860708791150377885 SQL SELECT 2304759029705971073 972168 2995025739 8120695 2537735 585471 2474639 574134
13 13:13:48.379 301 853 2,925,859,511 8920096767768978514 SQL SELECT 3571560391339819850 964127 2908503624 4767491 2110253 288022 10821998 638262
13: 13:13:48.017 118178 2,877,680,964 3287660336508897617 SQL SELECT 2326584457308231055 972168 2858043671 9634990 3155005 715465 6583131 574134
13:13:44.841 466 108 13:13:47.692 007 183 2,850,541,075 1447175898272925991 SQL SELECT 8926129562490771440 972167 2841205295 4022097 1800578 331992 2905745 326234
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Evaluation

Trace
Collector
Decision

Maker

Anomaly
Detector

Evaluating the precision of our evaluation for each span.
Evaluating the analysis time based on trace size.

Comparison
and
Visualizator

Evaluation Results

lell Trace Size vs Execution Time
—— Execution Time
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Trace Size
Maryam Ekhlasi

Span Name Span Id Jaeger (us) Our Result (ns)
HTTP GET /customer 4dce9ba044b45859 31,3897 314,206,223
DriverService/FindNearest 118142188d13609¢ 216,620 216,871,328
HTTP GET /route 7fbc78872f3847df 41,743 42,017,778
HTTP GET /route 068be711cbee624e 69,695 69,698,931
HTTP GET /route 69c577822cda2908 49,599 49,572,453
HTTP GET /route 3ef14dfe688096be 42,478 42,496,332
HTTP GET /route 2clcdfb1683d2262 31,479 31,481,573
HTTP GET /route 64bcebf453d0c6ba 49,609 49,696,770
HTTP GET /route 4d4daf70092{9c01 56,357 56,362,504
HTTP GET /route 5f246b46290f6047 61,724 61,730,655
HTTP GET /route 525aldcla5a0alds 61,106 61,136,932
HTTP GET /route 602e0b2dad7af025 69,575 69,626,575
HTTP GET: /customer 1c0fd57703da8e0a 315,612 315,548,823
HTTP GET: /route 6d83aaa2ec25eaac 43,402 43,378,498
HTTP GET 6d84d72745b448b3 43,296 43,323,463
HTTP GET 77c0315b649¢18¢9 315,498 315,536,842
DriverService/FindNearest 43d04e7f1c875¢ca7 219,060 219,018,811
HTTP GET 1276195a9087245f 50,632 50,653,248
HTTP GET 303f97953df6617a 70,916 70,935,682
HTTP GET: /route 66779dc0155fe817 50,729 70,935,682
HTTP GET: /route 0e2ec848b9b49eb9 71,013 70,979,892
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Trace

. . . .
Con parison ar id Visualization o Anomaly Metric
Decision Detector Extractor
Maker
Trace Name Timestamp Phase LogLevel TID PID Category Duration 1D Args
] Ll ] Ll & <scch> Zichs <srch> <srch>  <srch> <srch> <srch> <srch>  <srchs <srch>
- | - BeforePatch.json reopenTraceFromElement 07:27:09.858 302 904 B INFO 1 E
8 8 BeforePatch.json reopenTraceFromElement 9.858 302904 s INFO 1 1 TmfOpenTraceHelper ox1
BeforePatch.json createBookmarks :09.864 849 280 B INFO 3 1
BeforePatch.json createBookmarks 9.864 849 280 t INFO 1 1 “TmfOpenTraceHelper ox1
BeforePatch.json duration exit E INFO 1 1
0 200 ps 400 ys 600 ys 800 us 0 200 ps 400 ps 600 ys 800 us BeforePatch,json duration exit E INFO % 1
Duration Duration BEfOrEPSt(h.J.SOI'\ createThread B INFO 46 46
BeforePatchjson createThread t INFO 46 46 TmfOpenTraceHelper oxt
BeforePatchjson duration exit € INFO 46 46
BeforePatchjson OpenEditor 07:27:10.364723926 B INFO 1 1
H # BeforePatchjson OpenEditor 0.364723926 t INFO 1 1 TmfopenTraceHelper oxt
= S5 Ljson 07:27:10.500 009914 B INFO 1 1 {name=Statistics}
8 8 .ison 0. s INFO 1 1 org.eclipse.linuxtools.tmf.core.statistics.analysis ox2  {name=statistics)
BeforePatch.json duration exit 07:27:10.501747 110 E INFO 1 1
.json B INFO 53 53
json t INFO 53 53 org.eclipse.linuxtools.tmf.core.statistics.analysis ox2
0 20ps  40ps  60ps 80ps 0 20ps  40ps 60 s 80 s . e ~—mn—ennn s -
selfTime selfTime [ Execution Comparision X #EVEDL § =0
o 50,000,000 100,000,000 150,000,000 200,000,000 250,000,000 300,000,000 350,000,000 400,000,000 450,000,000 500,000,000
] ¥ Before-After
] v Al
o
€ € g
3 3 1 U
o o
v v
o 10pys 20ps 30ps 40ps 50ps 60ps o] 10ps 20ps 30ps 40ps 50ps 60ps 70ps
CpuTime CpuTime
Gl =l
£ E
3 3 |
o o
(3] I [¥]
d min 1 |
0 5ms 10ms 15ms 20ms 25ms 0 5ms 10ms 15ms 20ms 25ms
Run Run
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How can we help industrial Developers?

Trace

frontend: HTTP GET /dispatch 719cbcé

Collector Anomaly Metric
Decision Detector Extractor
Maker
424.74ms

51 Spans 3 Errors . customer (1) driver (1) . frontend (24) mysql (1) ‘ ‘ @ redis (14) . route (10) Today 12:08:52 pm
3 hours ago
frontend: HTTP GET /dispatch 33274a7 3.01s
50 Spans 2 Errors . customer (1) driver (1) . frontend (24) mysql (1) \ ] @ redis (13) . route (10) Today 12:08:38 pm
3 hours ago
Operation WAIT RUNSYSTEM WAIT WAIT WAIT
Duration Spanld Name TracelD ThreadlD UNKNOWN BLOCKED RUN CALL INTERRUPTED CPU UNKNOWN FORK
2844007279735121 818662536074181
227,507,071 107 SQL SELECT 6373 964130 0 227630732 11669 7962 0 0 0 0
2,838,960,2 4783316764536372 368599671838341 106570 1056556
28 719 SQL SELECT 9836 964134 0 2810873663 85 3583485 628413 3 2754456 0
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Trace

How can we help industrial Developers? Collectr Anomaly Metric

Decision Detector Extractor
Maker
0 500,000 1,000,000 1,500,000 2,000,000 2,500,000 3,000,000 3,500,000 4,000,000 4,500,000 5,000,000 5,500,000
¥ Long-Normal I
¥ Merged
0
1 GE +2.47%
2 HTTP GET +2.49%
3 ]
4

550,000 600,000 650,000 700,000 750,000 800,000
" " 4 " n " "
¥ Long-Normal : |
¥ Merged l
0 HTTP GET /dispatc
1 HTTP GET: /customer +7563.16% nverDlverSerwce FindNearest
2
3 ind... . +2.19% GetDriver +2.33% ;
i |
0 2,000 4,000 6,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000
¥ Long-Normal i
v Merged 1 t i
0
1
2
3
4 3
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How can we help industrial Developers?

\

A database query that is executed in the main thread or goroutine causes the thread to block and wait

Trace

Collector

Decision
Maker

Anomaly
Detector

Metric
Extractor

for the operation to complete.

It prevents other requests from being processed until the computation or query finishes.

The main thread is blocked until the goroutine signals that the work is completed.

v Tasks [E] Span Metrics Summary X

Start Time

13:40:48.723 909 384
13:40:48.724 442 004
13:40:48.725 146 818
13:40:48.725 702 242
13:40:48.726 186 010
13:40:48.726 213 732
13:41:21.422 380 869
13:41:21.422 411 867
13:41:21.423 020 561
13:41:21.423368 614
13:41:21.423 644 192
13:41:21.423 749 630
13:41:21.423 802 199
13:41:21.423 875 867
13:41:21.424012 835
13:41:21.424 079 560
13:40:43.717 127 392
13:41:21.420 958 427

End Time

13:40:48.725 449717
13:40:48.726 096 632
13:40:48.725 997 506
13:40:48.726 275 689
13:40:48.726 960 645
13:40:48.726 949 865
13:41:21.423 696 821
13:41:21.423 318 500
13:41:21.423 483 520
13:41:21.423 743 869
13:41:21.423 842 996
13:41:21.423 986 275
13:41:21.423 986 325
13:41:21.424 060 745
13:41:21.424 182 393
13:41:21.424339 137
13:40:48.718 272 086
13:41:21.420 969 658

Duration

1,540,333
1,654,628
850,688
573,447
774,635
736,133
1,315,952
906,633
462,959
375,255
198,804
236,645
184,126
184,878
169,558
259,577
5,001,144
11,231

5505750935733821175
3501446615930315167
4087164681460535921
5203168035594131235
3254686707739110086
3680470341830845931
4216478611002514525
2211284445473134325
3752248539699955781
3985339775676182957
5683614158188625367
4101109696620141814
5768467736216194752
591336802399416461

5969567871979466795
5024941312143855339
3133712204282027235
5881379417971386402

OperationName

HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
HTTP GET: /route
SQL SELECT

SQL SELECT

TracelD

6431679566420986618
6431679566420986618
6431679566420986618
6431679566420986618
6431679566420986618
6431679566420986618
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
2214312730109965973
6431679566420986618
2214312730109965973

ThreadiD UNKNOWN WAITBLOCKED RUN

216497
216470
216470
216350
216350
216499
217002
217006
217008
217001
217005
217002
217001
217002
217072
217002
216470
217002

© ©O 0000000000000 o0 oo

12363495358
12363141288
12363141288
0

313045
285782
522091
345405
112778
119501
105016

0

159407

0

65562
117487

- 4999907384
0

250351
594615
172911
428104
328829
321250
653124
484217
162102
212316
58833

212238
59264

190789
107707
79609

601355
132677

RUNSYSTEMCALL INTERRUPTED WAITCPU WAITUNKNOWN WAITFORK

787405
215588
44359
133500
103943
160833
123904
77955
146944
64709
27172
53167
20485
45244
23856
53388
441102
1933

6842
81751
24295
14707
48028
16119
0

0
27160
14655
4688
11921
4828
14096
6081
10478

109723
0

0

0
25384
47212
52287
20494
16447
12311
5007

0

5007

0

6051
18842
313548
0

0
14727
0

© 0O 00 o000 o0o0o0o0 oo oo

© 0000000000000 OO0 o O
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Future Work
€ How do microservice faults or operations performance problems manifest in a
distributed system?
€ How can we select groups of executions for our metric extraction and comparison
module?
€ When can we start collecting traces both in the kernel and user space?
€ What tracepoints should be active, and which metrics should be collected?

Trace Comparis Trace Comparis
Collector 3 :
Metric ol ar.wd Cleltesito Anomaly Metric on and
Extractor Visualizat Detector Extractor Visualizat
Decision or or
Maker
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Thank you

Email: maryam.ekhlasi@polymtl.ca
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