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Quick primer on uftrace

uftrace is a command-line tool for quickly tracing function calls in a program.

#include <stdio.h>

void a() {
puts("a() called\n");

void b() {
puts("b() called\n");
a();

}

void c() {
puts("c() called\n");
bO;

}

int main() {
aQ);
putchar('\n');
b0O;
putchar('\n');
cO;

return 0;
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FUNCTION
__monstartup();
__cxa_atexit(Q);
main() {
a() {
putsQ;
Y /% a */
putchar() ;
b0 {
puts();
a() {
puts();
Y /xa*/
Y /xbox/
putchar();
cO {
puts();
bO {
puts();
a0 {
putsQ;
} /xa */
Y /*x b o/
Y /x e */
} /* main */
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Compiler static tracepoints support in uftrace

$ gcc main.c

push

%rbp
%rsp,hrbp

$0x0,%edi
1119
%rbp

$ gcc main.c -pg

push
mov
call
mov
call
pop
ret

%rbp

%rsp,hrbp
mcount@GLIBC_2.2.5
$0x0,%edi

11a9

%rbp

$ gcc main.c -pg -mfentry

call
push

__fentry__@GLIBC_2.13
%rbp
Jrsp,%rbp

$0x0,%edi
11a9
%rbp

$ gcc main.c -finstrument-functions

push
mov
push

%rbp

%rsp,srbp

%rbx

$0x8, %rsp

0x8(%rbp) ,%rax

Jrax,frsi

-0x17 (Yrip) ,%rdi
__cyg_profile_func_enter@plt
$0x0, %edi

1149

‘%heax, %hebx

0x8(%rbp) ,%rax

drax,frsi

-0x36 (Jrip) ,%rdi
__cyg_profile_func_exit@plt
%ebx, %eax

-0x8(%rbp) , %rbx

%rbp
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Compiler dynamic tracepoints support in uftrace

$ gcc main.c

push
mov
mov
call
pop
ret

%rbp
%rsp,hrbp
$0x0, %edi
1119
%rbp

$ gcc main.c -pg -mfentry -mnop-mcount

nop
push
mov
mov
call
pop
ret

# 5 bytes
%rbp
%rsp,%rbp
$0x0, %edi
11a9
%rbp

$ clang main.c -fxray-instrument -fxray-instruction-threshold=1

prologue:

jmp
nop
push
mov
mov
call
pop
ret
nop

prologue

%rbp
%rsp,%hrbp
$0x0, %edi
11a9
%rbp

# 2 bytes
# 9 bytes

# 1 byte
# 10 bytes
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Full dynamic tracepoints support in uftrace

call 1119
pop  %rbp
ret

call
call
pop
ret

$0x10004

111946—
%rbp

A

)

8 bytes jump

L

Trampoline
» Save context
» Instrumentation

> Restore context

!

Out-Of-Line
Execution
push J%rbp
mov  %4rsp,%rbp
mov  $0x0,%edi

)
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Overview of dynamic tracepoints in uftrace
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The missing features in uftrace

» The selected tracepoints are only enabled/disabled at program startup.
» You forgot to enable a tracepoint? Too bad, start the program over.

» In fact, you can't change any uftrace parameters after startup.
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Ongoing work for uftrace by DORSAL

» Implementation of a command daemon inside the traced application.
(Clément Guidi)

» Support for enabling/disabling x86 tracepoints concurrently.
(Gabriel-Andrew Pollo-Guilbert)

» Basic support for enabling/disabling ARM tracepoints.
(Misha Krieger-Raynauld)
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uftrace architecture with the command daemon

LD_PRELOAD=libmcount.so

<prog>

’ [ program threads )

UFTRACE_DIR=. ..
UFTRACE_PATCH=. ..
UFTRACE_FILTER=...
uftrace live <prog> :
- exec()
( main thread )
\
[ 4
] socket
uftrace client ] J
-p <pid> <options> K

( main thread )

[ daemon thread ]J
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The challenges of fully dynamic tracepoints

Safety checks to ensure patching won't break the program.
Generating OLX buffers and fixing PC-relative instructions.
Special care must be used when overwriting instructions concurrently.

The modifications may straddle multiple cache lines.

vVvYvyyVvyy

And more...
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Fully dynamic tracepoing patching sequence

lintS

push %rbp
mov %rsp,%rb}.) # possible garbage bytes kernelspace
mov  $0x0,%edi # possible garbage bytes (- —J """ T TT=T===< \
B N\ ]
pop  Y%rbp pop  Yrbp : ( Trap Handler ) :
ret ret \ < )
int3 { —Xx 1
# 4 bytes displacement . | S|gna| Handler [}
# possible garbage bytes Write Move | ( )II
e Displacement Threads r""'ﬁ&&:;—: ~N
pop  %rbp pa
rot : ( Trampoline )
rooooooo $ RERE
1 OLX Buffer !

e - - - —-—------o- -

[} - [}

Trampoline ) |

call 5231 | |

# possible garbage bytes ] \L ]

S [} L}

pop  tirbp OLX Buffer )i

ret. 0 ceecececccccccc————- ..'
userspace

‘- /7
| userspace
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Fully dynamic tracepoing unpatching sequence

call 5231

# possible garbage bytes
pop ’rbp

ret

int3
# possible garbage bytes
# possible garbage bytes

pop rbp
ret

Restore
Instructions

int3

# original bytes restored
# original bytes restored

pop
ret

%rbp

push %rbp
mov  %rsp,%rbp
mov  $0x0,%edi

pop Yrbp
ret
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XRay tracepoing patching sequence

jmp b

nop # (9 bytes)
push %rbp

mov  %rsp,%rbp

nop # (10 bytes)

Write
Displacement

Write
Displacement

jmp b

# displacement (3 bytes)
nop # (6 bytes)

push %rbp

mov  %rsp,%rbp

pop rbp

nop # (10 bytes)

call __xray_entry
nop # (6 bytes)
push %rbp

mov  %rsp,%rbp

pop ‘rbp
ret

# displacement (4 bytes)
# garbage (6 bytes)

I call __xray_entry

push 7%rbp
mov  %rsp,%rbp

pop  %rbp

ret a
nop # (10 bytes)

I call __xray_entry
nop # (6 bytes)

push %rbp

mov  %rsp,%rbp

pop Yrbp

call __xray_exit a
# garbage (6 bytes)
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FEntry tracepoing patching sequence

nop # (5 bytes) jmp b jmp b
push Yrbp # garbage (3 bytes) # displacement (3 bytes)
mov  %rsp,’rbp push  %rbp Write push %rbp

mov  Yrsp,%rbp mov  rsp,%rbp

Displacement

pop ‘’rbp e e
ret pop  ’%rbp pop ’rbp
ret ret

%rsp,hrbp

%rop
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Conclusion

Demo / Questions?
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