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Reviewers’ opinions!
Characterizing the Workload Patterns of Web Applications

RQ1. What are the existing workload patterns in web application traces?

RQ2. How are different workload patterns distributed in web application traces?
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Current version

Understanding Web Application Workloads and Their Applications

RQ1. What are the applications of web application workloads in 
existing works?

RQ2. What are the existing patterns in web application workloads?
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Current version

Because of our systematic literature review

Cumulative number of papers per objective over the years

Comparison of literature publication years and corresponding workload dataset years



This paper got accepted in ICSME 2024.
Hooray! ;)
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Date of birth Gender Postal code

[1] Sweeney, L. (2002), "K-anonymity: 
A model for protecting privacy”
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A model for protecting privacy”

Quasi-Identifiers
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[1] Sweeney, L. (2002), "K-anonymity: 
A model for protecting privacy”
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Personally Identifiable 
Information (PII)

Date of birth Gender Postal code

Quasi-Identifiers
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▪ Phone number
▪ Security number
▪ Driver’s license number
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But how about
SOFTWARE LOGS?
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Different types of log datasets:
1. Distributed systems
2. Super computers
3. Operating systems
4. Mobile systems
5. Server applications
6. Standalone software
7. Web applications
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2. Parse using Drain
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Articles & Tools
58 articles
1. Search on 2 libraries: 
IEEE and ACM
2. Snowballing

Many studies only focus on the privacy of IP addresses.
Many studies only focus on the network-related attributes.
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[10.30 16:49:06] chrome.exe - proxy.cse.cuhk.edu.hk:5070 open through proxy proxy.cse.cuhk.edu.hk:5070 HTTPS

Chinese University of Hong Kong (CUHK), 
Department of Computer Science and Engineering

Dec 10 07:55:55 LabSZ sshd[24331]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= 

rhost=ec2-52-80-34-196.cn-north-1.compute.amazonaws.com.cn 

Using Amazon services, server cn-north-1 (China, Beijing)

2015-10-18 18:01:53,713 INFO [main] org.apache.hadoop.mapreduce.v2.app.rm.RMContainerAllocator: 

maxContainerCapability: <memory:8192, vCores:32>

Configuration details
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Let’s see some examples!



Ok, whatever, what should be anonymized finally?
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Ok, whatever, what should be anonymized finally?

Based on our analyses of software log privacy from multiple perspectives, we consider 
these attributes as generally sensitive:
1. IP addresses
2. MAC addresses
3. Hostnames
4. file paths
5. IDs
6. URLs
7. Usernames
8. Port numbers
9. Configuration details
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Research gaps and future directions?
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Research gaps and future directions?

1. Broadening the focus on diverse log attributes.
2. Developing specialized anonymization tools for software logs.
3. Developing a privacy score for software logs.
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You can check our paper:
https://arxiv.org/pdf/2409.11313
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